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1.4 Confidentiality and Use of Consumer Records and Information
See DARS Business Procedures Manual Chapter 20: Confidentiality and Use of Consumer Records and Information.

1.4.1 Consumer Personal Information/Records
All applicant and consumer personal information furnished to and gathered by DBS, such as names, addresses, records of division evaluations, reports of medical examinations and treatments, financial information, and photographs, are confidential by state and federal law unless:
· the information is requested by the applicant/consumer/parent; 

· there is a release obtained from the applicant/consumer or the parent or legal guardian of a child; or 

· the information is required for investigation of a civil or criminal complaint against DBS, an employee, or a contracted provider of services. 

Information that may need to be exchanged with other agencies in order for the consumer to receive services will be limited to that which is required and the other agency must agree that such information will not be released to any other individual, agency, or organization.
Acceptable releases include:
· DARS2403, Authorization to Release Information; 

· DARS2227, Waiver for Release of Information; 

· or other signed legal document clearly indicating an intent to release the information. 

These forms are not necessary to provide personal information to agencies or programs from which the parent/consumer has requested services provided such agencies or programs assure that the information will:
· be used only for the purpose for which it is provided and 

· not be released to any other individual, agency, or organization. 

Handling of Consumer Records
Consumer records are not to leave the office unless the case is being transferred between caseloads or the case is being sent to another DBS office for management or legal purposes. All case folders being transferred must be sent by certified mail.
Consumer records of a confidential nature must be kept in a locked desk or a filing cabinet when DBS staff are not present to assure proper security. Additionally, it is strongly urged that all employees, in handling confidential records, make it a practice to place such records face down, or otherwise protected from view, when they are not in immediate use and before they are returned to the files.
Who Is Authorized to Release Consumer Records?
The primary custodian of records for applicant and consumer records is the responsible caseload-carrying person assigned to the case. In the absence of the assigned staff member, the field director is the custodian.
Release of Personal Information to Consumer/Parent
Subject to a few exceptions, a person who receives services from DBS may obtain a copy of their records by putting the request in writing. There is no charge for this service. Special provisions apply to the release of certain records containing:
· medical or psychological information; 

· HIV/AIDS information; and 

· confidential information regarding reports of child abuse and neglect 

Release of Medical or Psychological Information
If, in the opinion of the responsible staff member, the release of such information would clearly not be harmful to the consumer/parent, the information is released.
If the release of such information may be harmful to the parent or consumer, the information may be released to the person only by a physician or psychologist licensed and certified in the state of Texas.
1.4.2 Methods for Safeguarding HIV/AIDS Information
Release of HIV/AIDS Information
Caution must be used in safeguarding the confidentiality of the existence of the HIV test, as well as the actual results of the tests. State law requires confidentiality regarding HIV/AIDS and specifies who may have access to or share information about HIV testing or test results.
All HIV or AIDS related information, regardless of where it is filed, must be held confidential and shared only with a signed specific release (DARS2403).
Discuss HIV/AIDS confidentiality issues with the parent/consumer as needed for each service provided. Always discuss signing the required release prior to an exam or evaluation.
Releasing HIV Test Results
Only the diagnosing physician may share the test results with the person tested or with another physician without a release. A signed release specifying the person(s) to whom the information may be released is required for all other circumstances.
Only the person(s) named in the release may receive, see, or act on information regarding HIV test results or the fact that testing was done.
Example: If the DBS staff member is named in the release, the information is not to be accessible to the rehabilitation assistant for filing or to anyone else in the office for case review, etc.
Exception: Supervisory or audit review is permissible in order to assure adherence and procedure (not to determine who has been tested).
Informing the Consumer/Parent
DO NOT DISCLOSE HIV TEST RESULTS. If it is suspected that the parent or consumer has not been informed of HIV test results, then refer the person to the testing physician.
Separate Locked File
The person named in the release is to maintain the information in a secure locked desk, file, or box to which only that individual has access. Such a file or box can be made available through the field director. Types of documents to be kept in the secured file include:
· release forms referencing HIV/AIDS status, 

· referral for testing, 

· lab results, and 

· any other document(s) specifically referencing HIV/AIDS status. 

Note: The separate file is retained per the normal retention schedule. The person in possession of the file is responsible for shredding the file at the appropriate time.
Regular Casefile
Reference in the eye or physical reports to AIDS Related Conditions (ARC) or opportunistic infections associated with AIDS can be maintained in the regular consumer case folder without a specific release. However, strict confidentiality laws apply. The information is never to be shared without a signed release form (DARS2403 or DARS2217).
Information about HIV/AIDS education can be retained in the consumer's regular case folder.
Note: Due to the state's voucher processing system, persons may view documents that may give indications of the consumer's HIV/AIDS status. Therefore, discuss with the parent, applicant, or consumer alternate community resources which may be available for HIV/AIDS testing and which do not require the use of division funds.
Attachment to the Eye Examination Report Form
The purpose of the attachment to the DARS2006E, State of Texas Interagency Eye Examination Report is to separate HIV/AIDS status information from the eye report so the confidential HIV/AIDS information can be safeguarded. When sending eye reports for completion, request that the completed reports be mailed directly to the caseworker named in the release.
Upon receipt, review each eye report and attachment for any reference to the consumer's HIV/AIDS status. Separate the attachment and file it in a separate, locked file. File the report form in the case folder.
When the Report Form References HIV/AIDS Status
If the DARS2006E report form references the consumer's HIV/AIDS status:
· file the report in a locked file, 

· request that the physician amend the report to move those references from the report to the attachment (see Note below), 

· document this request, and 

· file the documentation in the locked file. 

Upon receipt of the amended report:
· remove and destroy the edited versions of the original report, 

· file the amended report in the case folder, and 

· file the attachment in a locked file. 

Note: If waiting for the amended physician's report would delay timely case planning or delivery of services, then:
· copy the report and file the original document in a locked file, 

· delete references to HIV/AIDS status on the copy, 

· recopy the corrected version to ensure the deleted information is not legible, and 

· destroy the first copy. 

· File the edited copy in the case folder and proceed to plan or provide services. 

Other Case Records
In addition to eye examination reports, all case records received by the caseworker (including psychological tests, vocational batteries, etc.) should be screened to be sure there is no record of HIV/AIDS status information.
If information is included for which you have no release and the document involved is required internally in order for the consumer to continue (for example, referral to the Transition Program), proceed as indicated in the previous block entitled "When the Report Form References HIV/AIDS Status."
For documents being sent outside the division, refer the requesting party to the service provider.
Unsolicited HIV/AIDS Information
If you receive unsolicited HIV/AIDS related information, retain it in the separate file only if you have a signed release from the parent/consumer. Destroy the record if there is no release and the parent does not agree to sign a release.
Obtaining consent to Release HIV/AIDS Information
If the parent/consumer authorizes the release of the consumer's HIV/AIDS status or HIV/AIDS test results to facilities, other service providers, or other persons or entities, the caseworker must obtain a written signed authorization for release of this information on Division for Blind Services Release Form (DARS2403 or DARS2217).
The release form must:
· indicate the material to be released, 

· indicate to whom the material will be released, 

· indicate the purpose for which the information will be used, and 

· be signed prior to release of the information. 

If the parent, referral, applicant, or consumer disavows intent to release the information, even after signing the form, but prior to its release, the information will not be released.
Use of DARS2403
Use the DARS2403, Authorization to Release Information in the following circumstances:
· to obtain information about HIV testing or test results on documents other than the physical or eye exams; 

· for receipt of information from others; 

· when the parent/consumer does not wish to sign the general release authorization on the DARS2490-1, Application for VR Services and the DARS2490-3, Application for BCVDDP Services; 

· when the parent wants release of specific information restricted; or 

· when another entity requires a more specific release than the general authorization on the either the DARS2490-1 or DARS2490-3, Application for Services. 

1.5 Release of Information for Research Purposes

See DARS Business Procedures Manual Chapter 20: Confidentiality and Use of Consumer Records and Information

HYPERLINK "../../../dars/bpm/ch20.htm" \l "20.24"
, 20.24 Release to an Individual or Organization for Audit, Research, or Evaluation.
1.5.1 Prior Approval
Any request for release of information for audit, evaluation, or research purposes requires approval by the Assistant Commissioner through supervisory channels.
1.5.2 Written Assurance
Identifiable personal information may be released to an organization or individual engaged in research only if the purpose of the audit, evaluation, or research is directly connected with the administration of a DBS program or for purposes that would significantly improve the quality of life for applicants and eligible individuals.
Before DBS will release consumer information the organization, agency, or individual must provide satisfactory written assurance to DBS that the information:
· will be used only for the purposes for which it is being provided; 

· will be released only to persons officially connected with the audit, evaluation, or research; 

· will not be released to the involved individual; 

· will be managed in a manner to safeguard confidentiality; and in the final product will not reveal any personal identifying information without the informed written consent of the involved individual or the individual's representative. 

1.6 Reporting Abuse or Neglect

...
1.6.10 Confidentiality

See DARS Business Procedures Manual Chapter 20: Confidentiality and Use of Consumer Records and Information.

Upon receipt of the information, the Department of Aging and Disability Services is bound by confidentiality laws to release information only if the court orders it. Division for Blind Services will release relevant consumer information in compliance with state law concerning the abuse, exploitation or neglect of the disabled or elderly.
1.7 Responding to Subpoenas for Consumer Records

See DARS Business Procedures Manual Chapter 20: Confidentiality and Use of Consumer Records and Information, 20.25 Release of Consumer Records Pursuant to a Subpoena.

In the event a subpoena for consumer records is served on a counselor/caseworker or other Division for Blind Services employee, consumer records need not be delivered until any applicable objections by DBS are made to the court OR the parent/consumer agrees in writing to the release of the information to the person or court requesting the records.
Regardless of whether signed consent from the parent/consumer is presented with the subpoena, the caseworker or other DBS employee shall immediately proceed as follows.
1. If an immediate response is requested, notify the person presenting the subpoena that you will be consulting with the division's legal counsel before responding. 

2. Notify the field director (or appropriate director of programs management if the field director is not available) that you have been served with a subpoena for case records. 

3. If the field director is in another office, fax a copy of the subpoena to the field director (or appropriate director of programs management if the field director is not available). 

4. The field director (or appropriate director of programs management if the field director is not available) immediately contacts the Central Office and relays information about the subpoena. 

5. DBS staff shall take no other action until instructions are received from legal counsel. 

6. The division custodian of the records must document all instructions received from legal counsel in the consumer's casefile. 

Note: If instructions include preparing consumer records for court appearance, please see 1.8 Preparing Consumer Records.
1.7.1 Subpoena to Appear at Trial
In the event a subpoena to appear at trial is served, the DBS employee shall immediately proceed as follows.
1. Notify the field director (or appropriate director of programs management if the field director is not available) that a subpoena to appear at trial has been served. 

2. If the field director is in another office, fax a copy of the subpoena to the field director (or appropriate director of programs management if the field director is not available). 

3. The field director (or appropriate director of programs management if the field director is not available) immediately contacts the Office of the General Council and relays information about the subpoena. This will include faxing the subpoena and may include faxing applicable consumer records. 

4. DBS staff shall take no other action until instructions are received from the Office of General Council. Counselors should not appear in court on division matters without legal representation from the Office of General Council. 

5. The custodian of the applicable records must document all instructions received from the DARS legal counsel's office in the consumer's case file. 

1.7.2 Court Orders
In the event a court order signed by a judge, justice of the peace, or magistrate is served, the DBS employee shall immediately proceed as follows:
1. Notify the field director (or appropriate director of programs management if the field director is not available) that a court order has been served. 

2. The field director (or appropriate director of programs management if the field director is not available) immediately contacts the Office of General Council. 

3. If the court order requires an immediate response, proceed in accordance with the court order. 

4. If the court order does not require an immediate response, wait for instructions from the Office of General Council. 

5. The custodian of the consumer records must document all instructions received from the Office of General Council in the consumer's case file. 

1.8 Preparing Consumer Records for Release

See DARS Business Procedures Manual Chapter 20: Confidentiality and Use of Consumer Records and Information.

1. The person assigned to the consumer's case is responsible for ensuring that consumer records are released in full compliance with procedures in this section. If the caseload is vacant, the field director is responsible. 

2. Only those records specifically approved for release by the applicant/consumer/parent may be prepared for release to outside entities unless under court order. 

3. Original consumer records are NOT to leave the office. 

4. Upon instructions by legal counsel to release consumer records to a person other than the applicant/consumer/ parent: 
· calculate the cost in accordance with the charges in the Business Procedures Manual (BPM) and 

· enclose the bill on division letterhead with the records to the person requesting the information. 

...
1.10 VR and IL Right of Appeal and Hearing Procedure

...
1.10.2 Notification of Applicant/Consumer Rights and the Appeal Procedures

It is the Division for Blind Services' policy that applicants/consumers be informed of their rights and of the Division's Commission's appeal procedures on a timely basis. The following information outlines the different times "Your Rights" are provided:

· Completion of the Application 

· At the time of initial plan Initial IPE development (Individualized Plan for Employment for VR; Independent Living Plan for IL)
· When the individual is determined ineligible for VR or IL Completion of the Certification of Ineligibility (DARS2008C) for VR
· When services are being reduced, suspended or terminated 

· Upon applicant/consumer request 

Note: Documentation of "Your Rights" being provided to a consumer must be found in the case folder, either on a form (VR or IL Application, IPE, or ILP, Certification of Ineligibility), letter, or in a case note.
...
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