WORKFORCE DEVELOPMENT DIVISION
Workforce Service Delivery
Technical Assistance Bulletin #135

Program: Choices and Food Stamp Employment and Training

Topic: Forms for Obtaining Access to the Texas Health and Human Services
Commission’s Texas Integrated Eligibility Redesign and Systems for
Applications of Verifications, Eligibility, Referral, and Reports
Systems

Date: November 8, 2006

This Technical Assistance (TA) Bulletin provides Local Workforce Development Boards
(Boards) with new forms and instructions for obtaining access to the Texas Health and
Human Services Commission’s (HHSC) Texas Integrated Eligibility Redesign System
(TIERS) and Systems for Applications of Verifications, Eligibility, Referral, and Reports
(SAVERR).

The following forms have been replaced and will no longer be used:

e HHSC Form 4743, Request for Applications System Access (formerly required for
TIERS access)

e HHSC Form 4014, Computer Security Agreement (formerly required for TIERS and
SAVERR access)

e TWC Form WDA REQ_TDHS-1, WDA Request for User Access to the TDHS
Mainframe

Only one set of forms is now required to obtain access to the TIERS and SAVERR
systems. Previously, two different combinations of the forms listed above were required,
depending on which HHSC system the user needed to access—TIERS or SAVERR.

Effective immediately, Boards must begin using the new Request for User Access to
HHSC Systems form and the HHS Enterprise Architecture & Security Management
Security and Privacy Agreement (SPA) form to:

e request new user access to the TIERS and SAVERR systems;

e modify existing user access; and

e delete user access.

TIERS Password Reset Procedures
Users who forget their TIERS password can reset it themselves if they have completed a
security profile.

For step-by-step instructions on setting up an individual security profile, use the attached

TIERS Login and Reset Tool Information from the Updated TIERS Inquiry Reference
Guide.
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Boards can also refer to the Updated TIERS Inquiry Reference Guide on the TWC
Intranet for additional instructions on accessing TIERS.

SAVERR Password Reset Procedures
Users who forget their SAVERR password will still need to contact their Security
Coordinator to have their SAVERR password reset.

Please distribute this information to the appropriate staff. Inquiries regarding this TA
Bulletin may be directed to the local Systems Administrator for your local workforce
development area.

Attachments:

1.
2.

3.
4.

Request for User Access to HHSC Systems

HHS Enterprise Architecture & Security Management Security and Privacy
Agreement (SPA) Form

Instructions: When to Complete the Request for User Access to HHSC Systems
Instructions: When to Complete the HHS Security and Privacy Agreement (SPA) —
Form HHS Enterprise Architecture and Security Management SPA

TIERS Login and Reset Tool Information
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Modified from TIERS Inquiry Reference Guide

TIERS Login and Reset Tool Information

Accessing HHSC provides a secure means for external users, such as

TIERS Login Workforce Center staff, to gain access to the TIERS
application from anywhere on the Internet. The browser
must support 128-Bit SSL(Secure Socket Layer)
connectivity.

The user account is maintained in HHSC’s Directory
Service and not on the mainframe. A unique user name is
in the following format:

Agency Designator+first initial of first name+last
name

All Workforce Center staff user names are preceded by
“twc.”

Example: If John Doe is a Workforce Center staff member,
his user name is: twcjdoe.

The TIERS login user name is a maximum 30 characters.
Users gain access to the TIERS System through the

Internet. The Internet address is
https://www.txtiers.net/portal.

Note: Password 90 Day Rule-Users must change their
password every 90 Days. If users do not change their

password, TIERS will lock them out of the system and they will
need to go through TWC/WDA procedures to gain access.
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Modified from TIERS Inquiry Reference Guide

Initial Login 1. Navigate to the TIERS Web site using
https://www.txtiers.net/portal. Activation of the URL
prompts users to accept a Security Alert.

Security Alert x|
f'ou are about to view pages over a secure conhection.
|

Ary infarmation you exchange with this site cannat be
viewed by anyane elze on the 'Web.

[ In the future, do not show this warning

k. I tare [nfa |

2. Click OK on this Security Alert screen to accept. Users
can check the “In the future, do not show this warning”
before clicking OK.

3. The login page, the Texas ACCESS Alliance (TAA) State
Portal Login displays.

et Iogin 10 SCCEEE your work 107 e dary. IT yiou are eoperisnGng Gificulies, or hene i S error, pleass oo yOUE MOl probiet repaning procedures

Lizer Mame:
Fappword

4. In the User Name field, type your TIERS user name.

5. In the Password field, type your TIERS password.
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http://www.txtiers.net/

Modified from TIERS Inquiry Reference Guide

Initial Login Note: Password 90 Day Rule-Users must change their
(continued) password every 90 Days. If users do not change their

password, they will be locked out of the TIERS system and will
need to go through TWC/WDA procedures to gain access.

6. Click the Login button.

b XA
had Luilttinn

Please login to access your work for the day. If you are experiencing difficulies, or there is an error, please follow your normal problem reporting procedures.

Lisel Nem; WEEE SN Microsoft Internet Explorer i x|
. |-9.-9-9.-” =
Passwan ) This system contains Government Information. By accessing and using this computer system you are consenting
Lagin | \'.) ko system monitaring For law enforcement and other purposes, Unauthorized use of, or access to, this computer

system may subject you ko State and Federal criminal prosecutions and penalties, as well as civil penalties, Do
you wank ko continue?

[ I

oK Canicel

7. The Microsoft Internet Explorer message displays. Read
the message and click OK, or click Cancel if you do not
want to access the system at this time.

Note: The Microsoft Internet Explorer message may appear

several times; repeat the process indicated above.

8. A message displays if this is your first time logging on
to TIERS to update your password.

TA Bulletin #135 — Attachment 1
November 2006 TIERS Login and Reset Tool Page 3 of 21




Modified from TIERS Inquiry Reference Guide

Initial Login 9. One of the following reasons may display:

(continued)
> If your password does not meet current password
policies, a prompt displays to create a new
password. For detailed instructions, see Password
Policies. The page shot lists only part of the policies.

» If your user name and/or password are invalid, a
prompt to try again displays. You are allowed three
login attempts, after which you receive an
Authentication Error message.

Lser
e

Pasgword

Note: If you receive an Authentication Error, do not contact
the TAA Help Desk. Follow TWC/LWDA procedures to report
error and request password reset.

» If your login is successful, the Texas ACCESS
Alliance (TAA) State Portal Login page displays.
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Modified from TIERS Inquiry Reference Guide

Initial Login
(continued)

Edit Profils

Changs Passero i

BELER 1y ccount

10. Click Launch TIERS Application hyperlink.

11. You are now logged in to TIERS.

l's|1llu_>5.:'_-'mm.l.r_.l.r¢l'.r|=|: - Tewas Integrated Eligibility Redesign System - Microsolt Internet Explorer provided by Tesas Work

Welcome to TIERS. OE g

Charage Fasmeonl  Loget  Help
Good Afternoon, Deborah Reyes

Change CMe? m

g |¢J My Schedule (0}

Time | Client Name |Appointrent Tyne

Q My Alerts (0)

lissued |AenTex

Wy Al

My TIERS Functions
{21 TERS Home
[ Date Colection
6 Englbaty

o Benail Issusnce
+ Inleriaces
Iy

[+ Time Limil
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Modified from TIERS Inquiry Reference Guide

Password If your password did not meet current password policies, a
Policies prompt displays to create a new password according to the
new security policies.

B* aTEXAS
r

Health and Human
Services Commissian

YORD MIGRATION TOOL

“our old password does not meet the password policy implemented by TAL . Please enter your current TIERS username and password along wwith & mews
password meeting the Password Policy below and click the "Migrate" button.

User Mame:
Currert TERS Passwoard:
Mewwy Password:

Re-enter Mews Password:

Password Policy
TTser-chosen passwords must conform to the following:

Passwords must be a mimmum of 8 characters.

Passwords must have at least two numeric characters as panrt of the 8 character string,
Passwords must be changed at least once every 20 days.

The same password may not be used more fequently than once every 12 months.
Passwords may not have consecutive duplicate characters such az 99 or BE.
Passwords may not be consecutive-count numbers or letters such as 1234 or abed.
Passwords may not be dates such as birth dates or anniversaries.

Passwords may not be:

& IL

Review the Password Policy displayed on these pages
before starting.

Extract of HHSC Enterprise Security Password Policy —
User-chosen passwords must conform to the following:
e Passwords must be a minimum of 8 characters.

e Passwords must have at least two numeric characters
as part of the 8-character string.

e Passwords must be changed at least once every 90
days.

e The same password may not be used more frequently
than once every 12 months.

e Passwords may not have consecutive duplicate
characters such as 99 or BB.
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Modified from TIERS Inquiry Reference Guide

Password e Passwords may not be consecutive-count numbers or

Policies letters such as 1234 or abcd.
(continued)

e Passwords may not be dates such as birth dates or
anniversaries.

Passwords may not be:

User’'s name

e User’'s employee number

e Name of a family member
e Nickname

e Social Security Number

e Birthday

e License plate number

e Pet's name

e User’s address

e User’'s phone number

e Names of towns or cities

e Names of holidays

e Department name

e Street name

e Makes or models of vehicles
e Slang words or obscenities

e Technical terms
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Modified from TIERS Inquiry Reference Guide

Password e School names or slogans

Policies

(continued) e Favorite information known about user (food, color, etc.)
e Any of the above items in reverse
e Any common word that appears in a dictionary

B* aTEXAS

( Health and Human

Services Commissian

DRD MIGRATION TOOL

Your old password does not meet the password policy mplemented by TAS . Please enter your current TIERS username and password along with & nesw
pasz=sword meeting the Password Policy belows and click the "Migrate” button.

User Mame:
Currert TERS Passward:
Mewy Password:

Re-enter Mews Password:

Password Policy
User-chosen passwords must conform to the following:

Paszswords must be a rmnimum of ¥ characters.

Passwords must have at least two numeric characters as part of the 8 character string.
Passwords must be changed at least once every 50 days.

The same password may not be used more frequently than once every 12 months.
Passwords may not have consecutive duplicate characters such as 99 or BE.
Passwords may not be consecubive-count numbers or letters such as 1234 or abed.
Passwords may not be dates such as buth dates or anniversaries.

Passwords may not be:

A IL

1. In the User Name field, type your TIERS user name.

2. In the Current TIERS Password field, type your current
TIERS password.

3. In the New Password field, type a password that meets
the Password Policy.

4. In the Re-enter New Password field, retype the
password that meets the Password Policy.

5. Click the Migrate button.

6. If you are successful, continue with Login process.
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Modified from TIERS Inquiry Reference Guide

Regular Login TIERS regular login after initial login:

1. Navigate to the TIERS Web site using
https://www.txtiers.net/portal.

B aTExAS
f A j.:.ll. !

Pl o 10 SCCEES your wirk for Bhe dary. I ydu are sxpersncng Gificullies, o hene [ an error, plsads Tolow YOUr ol probie regariing procedures

Lizer Mama:
Fasgwont

2. In the User Name field, type your TIERS user name.
3. In the Password field, type your TIERS password.
4. Click the Login button.

5. Review the message and click OK.

I aTExAS
had e,

Please login to access your wark for the day. If you are experiencing difficutties, o there is an errar, please follow your normal problem reporing procedures.

scrlant |tw:drevec\ Microsoft Internet Explorer i x|

- |Axfxfx.‘x; —
Passwarr) ) This system contains Governmenk Information, By accessing and using this computer syskem vou are consenting
Login | \') ko syshem manikoring For law enforcement and other purposes, Unautharized use of, o access ko, this computer

system may subject you to State and Federal criminal prosecutions and penalties, as well as civil penalties, Da
e I
ok Cancel

yau want to continue?
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Modified from TIERS Inquiry Reference Guide

Regular Login 6. Wait for TIERS Homepage to display, or if you see the
(continued) message below, select the click here link.

3 Texas Integrated Eligibility Redesign System - Microsoft Internet Explorer provided by Texas Workforce Commiss ;Iil
File Edit Wiew Favorites Tools  Help |
GBack + = - (2 ﬁ| Qisearch [GFavorites GfMedia 4 ‘ NS w-e|E o = =
Search the Web I lpSearch |'| Address Iﬁj https: ffwnane, Extiers. net/LoginServlet?ACTION=LOGIN j @GD | Links
Y! - évl j[Search Web |-|E. @v MEW Toolbar Update - | (=0 mail - @My Yahaoo! éGames - [ Personals ~ GgFootba\l - >

7~

Forwarding you to TIEES. I you see this, chick here

7. You are now logged in to TIERS.

Password Reset Use the Password Reset Tool if staff forgets the TIERS
Tool Password.

The password reset tool is a portlet with the State Portal
that allows users to reset their password by answering
three security questions.

Before using this feature, staff must first complete a
security profile that provides staff's specific e-mail address
and selects three security questions and answers.

1. Navigate to the TIERS Web site using
https://www.txtiers.net/portal.
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Modified from TIERS Inquiry Reference Guide

Password Reset
Tool (continued)

B aTEXAS

Phesits oG 10 SCEASE YOur work for Bhe diry. If you ans sopensncing dificulliss, o thins i ah arror, pleass Tl YOour Hodml pnoblen ragaing pricedures

Ligar Mama:
Pazgword

2. In the User Name field, type your TIERS user name.
3. In the Password field, type your TIERS password.
4. Click the Login button.

5. Review the message and click OK.

Users can access the My Profile page by either clicking the
Edit Profile link or the My Account portlet link in the State
Portal as displayed below.

Change Passwerd

ust 3, 2005 | Current Fime 134 PW

HHSC Benefits

Texas Health and Human Services Commission (HHSC Official Web Site

Lapnch TIERS dpphoation

6. Click either My Account or Edit Profile.
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q Please update your profile so you can reset your password in the future. You will continue to see this message when you log in until you provide an email and answer the security
questions below

Modified from TIERS Inquiry Reference Guide

Password Reset
Tool (continued)

% 3TEXAS
et

HHSC Benefits

Reschedule Process

PrintPopUp VY el={s]¥g}4

Cas! h MaXe IE Imac earch Complaints Scheduler Self Service Start Process
My Profile or

ord

My Profile ?/-0
Message

User Information
Please provide and confirm your email address.

UserID UserBOffice1 11
First Name  : UserB Officel11
Last Name Office111

Email

Confirm Email

| Update User Information

Security Questions

Please select and answer three security questions so that we may identify you if you lose your password.

MNote: For security reasons, your answers will not be displayed once they are updated successfully.

Question 1 | What is your mother's maiden name? %
Answer1

Question 2 ;| YWhat is your mother's maiden name? b
Answer 2

Question 3 ; | What is your mother's maiden name? &

Answer3

[ Update Security Questions ]

Return to Home Page

7. Enter current work e-mail address, and confirm it.
8. Click Update User Information button.
9. Select three questions from the drop-down list.

10.Type in answers.

Note: Users must remember the exact spelling of the answers,

and the answers are case sensitive. If users forget the exact
answer, this reset tool does not work.

11.Click Update Security Questions button.

12.Click Return to Home Page and launch the TIERS
Application.
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Modified from TIERS Inquiry Reference Guide

Password Reset
Tool (continued)

After the initial set-up of the My profile page, users access
My Profile page at any time to make updates.

me Deborah . Today is Augus . Current Time

Edit Profile Change Password

HHSC Benefits

Log out

3 Health and Human
r Services Commission

lx aTEXAS
ha

Home My Account

My Profile change Passward

ity Profile

rUser Information

Please provide and confirm your email address.

User D s twodreyes
First Name  : Deborah
Last Mame  : Reyes

Ermail : Ideborah.reyes@twc.state.
Canfirm Email : Ideborah.reyes@twc.state.

Update User Information |

rSecurity Questions

We have your answers to the following Security Questions.
Question 1 : What is your favorite pastime?

Question 2 : What is your mother's maiden name?

Question 3 What was your high school mascot?

Pleas<click here>0 update your Security Question and Answers,
g

Eeturn to Home Page
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Modified from TIERS Inquiry Reference Guide

Forgot If a user forgets the TIERS password, the user can access
Password

the password reset tool by clicking the / forgot my
password link on the Login page of the State Portal.

B A TEXAS

Please login 10 ScCess your work for the day. If you are sxperisncing difficullies, or there b an error, pleass follow your Pl problesm reporing proced.res

Liser Name:

]_.—
Pagsword ,7/
ope |
Uorgol iy passwarnd

After you select / forgot my password link, the reset
tool displays.

rent Time 11:49 Akl

¢ Health and Human

. HHSC Benefits

rUser Info

> 3 TEXAS
f

Please enter your User ID to locate your information.

User D I

Submit |

1. In the User ID field, type in your TIERS User Name.

2. Click Submit button.
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Modified from TIERS Inquiry Reference Guide

Forgot
Password
(continued)

| Welcame . Today is August 23, 1 “urrent Time 1150 A

% aTEXAS
YV g

~User Info
Uszer ID : twcdreyes
Email : debaorah.reyes@twe. state.tx.us

HHSC Benefits

~Questions % Answers

Please answer the following security guestions to verify your identity,

Question 1 : What is your favorite pastime?

Answer 1

Question 2 : What is your mother's maiden name?

Angwer 2

Question 3 : What was your high school mascot?

Angwer 3

Submit |

3. Enter three security answers exactly the way you
initially set them up. (Remember: Exact spelling and
case sensitive.)

4. Click Submit button. (If the page blinks, click Submit
button again.)

5. If you provide incorrect answers, the error message on
the next page displays.
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Modified from TIERS Inquiry Reference Guide

Forgot
Password
(continued)

Vel come . Toduy |5 August 23, 2006 . Current Time 1151 AN

* 3 TE)

\AD

e T

HHSC Benefits

Error Message

Lser Info
User 1D twedreyes
Email : deborah.reyesgitwe. state.ix. us

ars you have pravided Balow do not mateh thoss m the sy stam

Questions & ANSWers
Pleaze answer the following secunty guestions to venfy your identity.

Cluestion 1 : What is your favonte pasiime?

Aazwer 1 draws ing

Cluestion 2 | What i your mother's maiden name?
Answmr 2 ['campbell
Question 3 : What was your high school mascot?

Answer 3 [ harse

Sl

k. b

6. Close completely out of TIERS and the Internet.

Note: You may be able to close out of TIERS; however, it is a

good idea to close completely out of the Internet to refresh the
system.

7. Log in to TIERS using https://www.txtiers.net/portal.
8. Select 7 forgot my password link.
9. Repeat steps 1-4.

10. If you get locked out of TIERS, follow TWC/WDA
procedures to get your password reset.

11. When successful, the Password Reset Tool displays a
confirmation page as shown on the next page.
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Modified from TIERS Inquiry Reference Guide

Forgot
Password
(continued)

- Current Time 1:01 PM

Health and Human

xS TEXAS
h( :\l-.f-.i<'|-\lt'lnl=||\\i\,i||n

Password is reset.

HHSC Benefits

rInfo Message

q Your Password has been reset and sent to the email below that you provided, Please update your profile in the State Portal if this email is ‘
incorrect.

rUser Info
User ID : twedreyes
Ernail : deborah.reyes@twe. statetu.us

o]

12. Click OK button.

The Texas Access Alliance (TAA) e-mails the new password
to the e-mail address you registered in My Profile.

13. Close out of the TIERS system and the Internet.
14. Check your e-mail for your new password.

15. Use https://www.txtiers.net/Portal to log back into
TIERS.

16. In the User Name field, type your TIERS user name.
17. In the Password field, type your new TIERS password.
18. TIERS prompts you to change your password.

19. Enter and confirm the new password e-mailed to you.

If you need Password Polices help, see section earlier
in this guide.
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https://www.txtiers.net/Portal

Modified from TIERS Inquiry Reference Guide

Logging Out Always use the logout icon to exit TIERS. Closing the
browser any other way or going to another Web site may
cause the shutdown routine to hang, and you will not be
able to log back into TIERS for 30 minutes, because the
system still sees you as logged in. If you close the browser
or use another Internet site, this does not deactivate your
TIERS session appropriately. When logging out, complete
the following steps.

1. Click the Logout icon.

3

Y R

Welcome to TIERS.

Changifun o Lognt | He

Good Evening, Deborah Reyes change oiiee? (I | S )
O My Schedule (0) @ My Alerts (0)
| Time | Client Mame AppOIntmEnl Tvpe IrIS':uEH Abgt T

My Schedde My Atz

My TIERS Functions

2. A message appears verifying you are logged out of the
TIERS application.

You are logged out of the TIERS application.

Would you like to login?

3. Click the Close button to continue logout process, or
click Login to return to TIERS Home page.

The next page shot continues the logout process.
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Modified from TIERS Inquiry Reference Guide

Logging Out

(continued)

Fle Edt View Favorkes Tous Hep i
@mh_)xed‘ :'/s-.m_.-smm{i-‘ sl ol S aomE &
My Web Search j Paarch =] address P{lmps_:nurunhr-s.nsmatwfxww R = | Links ™ & -

Y - 1| searcheb | «| L\ thwade ot = 7 [l i @] Comal + Dby vohoot + £ hramers -

Edst Profila

HHSC Benefits

edcarve Dabarnk | Teduy rg Dol oba
B

ULy Account Y

Welcome

Texas Health and Human Services Commission (HHSCY Official Web Site

Lawnch TIERS spplication

4. Click Logout to exit the Texas ACCESS Alliance portal.

3 Temas Access Alliance State Portal Login - Micrasolt Internet Explorer provided by Tesas Workforce Commission
Fie Edk Wew Favortes Tools Help

Qe - - (2] 2] (| s Jormeres @3- L@ JOrE Qg own

M Wab Search | [Pseweh || Addvoss J & s fwmren xtiors.pet et I Eloe ks | -
ST - 2 x]| sewchweb| +| [hLpgradetiom = 7 [T e @ | Citad + Dty vahoo! + Clanswers ~ F rartasy sports ~ ¥

w o

Floazs login 10 access your work for the day, H you are saperencing dificLllies, o thand & an omer, pRonss Toliow’ YUl normal proliem reporting pF oo o

Lizer Hame: Ii
Password I—
Logn |

Lforgat my password

5. Click “X” in upper right corner to complete log out
process.
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Modified from TIERS Inquiry Reference Guide

Getting
“Booted” Off
TIERS

The TIERS system automatically times out when there are
significant lapses in time between responses. If a user is
on any page other than the Home Page, the system
automatically times out. To avoid timing out, return to the
TIERS Home page by selecting:

e the Texas TIERS icon or

e TIERS Home from the Left Navigation Bar.

Once on the Home Page, you can minimize the screen, and
the system will not automatically time out.

(& fr

My Sehescuis My Blerts

My TIERS Functions

.-"i e =
Welcome to TIERS. RS s
Changd Paseserd Lageut Halp
Good Evening, Deborah Reyes Change Olfise? Loc}
© My Schedule (0) O My Alerts (0)
|

Tirme  [Client Mame Appointrent Type r|$SUGE :AIEI‘ITE“II
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Modified from TIERS Inquiry Reference Guide

Getting
“Booted” Off
TIERS
(continued)

Moy S hredade oy Absaris

My TIERS Functions

When the TIERS system automatically times out, users see
the Session Error Page, Session Timed Out message.

Session Emor Page

Swggion Temad Oul
Wour Session has bmod oul, wiu e been aulomaticaldy l0gged oul of the Sysbam

Wéould you like 2 login- again®

Need
Assistance?

Logging out and logging back in is safe and easy and does
not cause corruption to any data.

1. To log back in to TIERS from the Session Error Page,
click the Login button.

2. To exit TIERS from the Session Error Page,
» click the Exit button (box with the “X”) in the upper
right corner on the Title Bar, or
» click File>Exit.

For TIERS issues, including system resets, password
resets, outages and unavailability, and functionality
guestions, contact your supervisor, system administrator
or follow your TWC/WDA procedures before contacting the
Texas ACCESS Alliance help desk.
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HHS Enterprise Architecture & Security Management

SECURITY AND PRIVACY AGREEMENT (SPA) FORM
COMPLETED FORM IS TO BE SIGNED, MAILED TO, AND RETAINED BY HHS ENTERPRISE SECURITY MANAGEMENT

Date of Birth: (mm/dd) |

User Name: Work Email:

Facility Name/Department: [ ] TWC Employee OR [] TWC WDA

The purpose of this agreement is to help you understand your duties regarding confidential information.
Check ONE box below:

EMPLOYEE of TWC | am a full-time or part-time employee of TWC, with TWC sponsored access to HHSC Systems, and to
what this agreement refers to as "confidential information." (EXCLUDES Volunteers, Contractors, and other users NOT on TWC
payrolls)

|:| Other (TWC WDA) | am a full-time or part-time with TWC sponsored access to HHSC Systems and to what this agreement
refers to as "confidential information."
Confidential information includes patient/client identifying information, patient/client medical information, or any information (patient or
otherwise) that is classified confidential by federal or state law. You may have access to some or all of this confidential information through
a computer system or through your associated activities with HHS Systems.

Confidential information is valuable and sensitive and is protected by law and by HHS policies. The intent of these laws and policies is to
assure that confidential information will remain confidential - that is, that it will be used only as necessary to accomplish the organization's
mission. As a user of HHS systems, you are required to conduct yourself in conformance to applicable laws and HHS policies governing
confidential information. Your principle obligations in this area are outlined below. You are required to read and to abide by these principles.
The violation of any of these duties will subject you to discipline which might include, but is not limited to, termination of access privileges,
termination of employment, and/or legal liability.

You understand that you will have access to and are not to divulge confidential information which may include, but is not limited to,
information relating to:

+ Patient/client (such as records, conversations, admittance information, diagnosis, prognosis, treatment plan, financial information,
etc).

+ ANY INFORMATION by which the identity of a client can be determined, either directly OR indirectly.

+ Employees, contractors, volunteers (such as home addresses, home phone numbers, social security numbers, etc).

+ HHS information (such as financial information, internal reports, memos, contracts, peer review information, communications,
proprietary computer software, etc.).

+ Third party information (such as vendor information, etc).

Accordingly, as a condition of and in consideration of your access to confidential information, you promise that:

1. You will use confidential information only as needed to perform legitimate duties. This means, among other things, that:
+ You will only access confidential information for which you have a need to know; and
* You will not in any way divulge, copy, release, sell, loan, review, alter, or destroy any confidential information except as properly

authorized within the scope of your activities; and

+ You will not misuse confidential information or carelessly handle confidential information.

2. You will safeguard and will not disclose your password or any other authorization you have that allows you to access confidential
information, except as permitted by law.

3. You accept responsibility for all activities undertaken making use of your User ID/password and other authorization.

4. You will report activities by any other individual or entity that you suspect may compromise the confidentiality, integrity or availability of
confidential information. Reports are made in good faith about suspect activities and will be held in confidence to the extent permitted
by law, including the name of the individual reporting the activities.

5. You understand that your obligations under this Agreement will continue after termination of your association with HHS or HHS
applications.

6. You understand that your privileges hereunder are subject to periodic review, revision, and if appropriate, renewal.

7. You understand that you have no right or ownership interest in any confidential information referred to in this Agreement. HHS may
revoke your access code or other authorized access to confidential information.

8. You will, at all times, safeguard and retain the confidentiality, integrity and availability of confidential information.

9. You understand that your failure to comply with this Agreement may also result in the loss of access privileges to HHS applications.

User's Signature User's Printed Name Date Signed (mm/dd/yyyy)

By completing this form, you are providing the requested information to HHS Enterprise Architecture and Security Management in order to gain access to secured
systems. This information will not be shared in any manner or for any reason not permitted by the laws of the State of Texas. You may, in writing, request copies
of this information at any time and may request that any information in error be corrected.

EASM_SM_002 - Security and Privacy Agreement (SPA) Revised 10/1/2006
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INSTRUCTIONS

When to Complete the HHS Security and Privacy Agreement
(SPA) - Form HHS Enterprise Architecture and Security
Management SPA (HHS SPA Form TWC.xls):

1.

To add new user’s access you must complete this form
along with the Request for User Access to HHSC Systems
(HHSC Systems Access Form.doc) to obtain access to the
Texas Health and Human Services Commission (HHSC)
systems.

e  When a user is deleted from any HHSC system for
non-use* their current HHSC Access Request (HHSC
Access Req.doc) and Security and Privacy Agreement
(SPA) form (HHSC SPA Form TWC.xIs) are no longer
valid. According to HHSC policy, being deleted for
non-use requires that new forms be submitted. Re-
submitting current forms is unacceptable because
according to HHSC policy, forms submitted for the
purpose of requesting access to HHSC systems
cannot be older than 30 days from today’s date.

e *HHSC deletes users who have not logged in to their
system in 90 days. If you have access to HHSC
SAVERR and TIERS systems you must log into both
systems within 90 days to retain access.

Required Approvals:

1.

The user’s supervisor must approve his/her access to the
requested HHSC system by completing and signing the
Request for User Access to HHSC Systems. This approval
indicates that the access is job-related.

If you are employed by a TWC WDA the TWIST System
Administrator must also approve it. This approval indicates
that the user has completed and signed all of the relevant
security agreements, and that he/she has met any
additional requirements of interagency data access
agreements.

How to complete the HHS Security and Privacy Agreement

Action: Only complete the required fields listed below, all other
fields are reserved for HHSC internal use.

Identifying Information

1.

2.

Date of Birth: Enter user birth month and day (mm/dd).

User Name: Enter in the user's name (Last, First, Middle
Initial).

Work Email: enter the user’'s work place e-mail address.

Facility Name/Department: Mark the appropriate check
box to indicate who the user is employed by.

. If the user is working for the WDA, mark the TWC
WDA check box.

. If the user is a TWC Employee, mark the TWC
Employee check box.

. If the user is working for some Other agency or a

contractor, enter the agency or contractor's name also.

Security and Privacy Acknowledgement
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Purpose: the user must read and agree to comply with all
of the Security and Privacy information provided in this
section.

Check ONE Box Below: Mark the appropriate check box
to indicate who the user is employed by.

. If the user is a TWC Employee, mark the TWC
Employee check box.

. If the user is working for a TWC WDA, mark the Other
(TWC WDA) check box.

User Signature: The user must read and sign this form,
acknowledging agreement to comply with all aspects of
HHS Enterprise Architecture & Security Management,
Security and Privacy Agreement (SPA).

Users Printed Name: enter the users printed name.

Date Signed: enter the date the user signed the form.

Submit completed and signed form(s) to the appropriate
TWC Security Coordinator via scanned e-mail, fax or mail.

The following Forms must be submitted together when
requesting new user access.

HHS Security and Privacy Agreement (HSC SPA Form
TWC.xIs)

Request for User Access to HHSC Systems (HHSC
Systems Access Form.doc)

EASM_SM_002 — Security and Privacy Agreement (SPA)
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Request for User Access to HHSC Systems

Action: [] Add New User Access [] Modify Existing User Access [] Delete User Access

TWC WDA - e-mail (scan), fax, or mail to:

Mary Blake (primary) E-mail: mary.blake@twec.state.tx.us
Brenda Bauser (secondary) E-mail: brenda.bauser@twc.state.tx.us
TWC - TWIST Project Fax Number: (512) 339-0320

12312 North Mopac
Austin, TX 78758

TWC State Office — e-mail, (scan), fax, or mail to:

Phyllis Jamar (primary) E-mail: Phyllis.jamar@twc.state.tx.us
Linda Burmeister (secondary) E-mail: Linda.burmeister@twec.state.tx.us

TWC Data Processing, Room 336 Fax Number: (512) 936-3190
101 E. 15" Street
Austin, TX 78758

User Identifying Information

User Name SSN Local Office No.
Agency Email Address Phone Number
[ TwC [ WDA (Specify #) ( ) -

HHSC Accesses

A signed and dated HHSC Security and Privacy Agreement (SPA Form) must be on file for all requests for
new user access to HHSC systems

Add/ Modify / Delete o ] ) )
A e 5 HHSC Application Name Transaction Code TPSM4 Designation
L] L] L] SAVERR TAMENU Inquiry TAMENU ATTY GEN child support

] ] ] TIERS TWC Inquiry
L] L] L] SAVERR Client Eligibility Inquiry TVCC Child Care (TVCC)
X X
User's Supervisor's Signature Date WDA TWIST System Administrator's Signature Date
TWC TWIST Security Coordinator Use Only
TAMENU Initial Password Comments

TIERS Initial Password

TWC-TWIST Security Coordinator Signature Date
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INSTRUCTIONS

When to Complete the Request for User Access to HHSC
Systems (HHSC System Access Form.doc): 6.

1. To add new user's access you must complete this form
along with the HHS Enterprise Architecture & Security 7.
Management Security and Privacy Agreement (SPA) Form
EASM_SM_002 (HHSC SPA Form TWC.xIs) to obtain
access to the Texas Health and Human Services
Commission (HHSC) systems.
8.
2. To modify or delete an existing users access.

e  When a user is deleted from any HHSC system for
non-use* their current HHSC Access Request and
Security and Privacy Agreement (SPA) form are no
longer valid. According to HHSC policy, being deleted 9.
for non-use requires that new forms be submitted. Re-
submitting current forms is unacceptable because
according to HHSC policy, forms submitted for the
purpose of requesting access to HHSC systems
cannot be older than 30 days from today’s date.

e  *HHSC deletes users who have not logged in to their
system in 90 days. If you have access to HHSC
SAVERR and TIERS systems you must log into both
systems within 90 days to retain access.

Required Approvals: 10.

1. The user's supervisor must approve his/her access to the
requested HHSC system. This approval indicates that the
access is job-related.

2. If you are employed by a TWC WDA the TWIST System 11.

Administrator must also approve it. This approval indicates
that the user has completed and signed all of the relevant
security agreements, and that he/she has met any
additional requirements of interagency data access
agreements.

How to complete the Request for Access to HHSC Systems

1. Action: Mark the appropriate check box to indicate the
action being requested.

e Add New User Access — Add access to selected
HHSC systems for a new user or a prior user who has
lost access due to lack of use for 90 days.

. Modify Existing User Access — Modify access for
existing HHSC system users (i.e. name change, etc.)

. Delete Existing User Access — Delete access for
employees who have moved to another job function
and no longer need access to do their job or for
individual whose employment is terminated.

Identifying Information

2. User Name: Enter in the user's name.

3. SSN: Enter in the user’'s Social Security Number.

4. Local Office #: Enter the user’s local office number.

5.  Agency: Mark the appropriate check box to indicate the
agency the user is employed by.

. If the user is working for the WDA, enter the WDA
local office number also.

. If the user is working for some Other agency or a
contractor, enter the agency or contractor’s name also.
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Email Address: enter the user’s work place e-mail
address.

Phone Number: enter the user work place phone number.

HHSC Accesses

Access can be granted to the following HHSC Systems:

e  SAVERR TAMENU Inquiry
. SAVERR Client Eligibility Inquiry — Child Care
e TIERS TWC Inquiry

Access to HHSC systems can be added, modified or
deleted:

. Enter the letter “A” in the applicable column and rows
to add new access to the designated HHSC system(s).

. Enter the letter “M” in the applicable column and rows
to modify existing access to the designated HHSC
system(s).

. Enter the letter the letter “D” in the applicable column
and rows to delete existing access to the designated
HHSC system(s).

Signatures: |If the request is from a TWC WDA the user’'s
supervisor and the WDA TWIST System Administrator must
both sign the completed HHSC Access Request form. If the
request is from a TWC employee only the user’s supervisor
is required to sign the HHSC Access Request form.

Submit completed and signed form(s) to the appropriate
TWC Security Coordinator via scanned e-mail, fax or mail.
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