Annual Security Verification
of User Permissions in the
Cash Draw and Expenditure Reporting
System

A Training Module for Workforce Development Boards and Other
Texas Workforce Commission Grantees and Subrecipients



Overview

The Texas Workforce Commission (TWC) conducts an annual security
verification of user access permissions for the TWC Cash Draw and
Expenditure Reporting (CDER) system.

During the event, each entity that receives a grant award from TWC will:

 Review the CDER system access permissions for each of its users,
e Make needed permission changes (if any), and

e Certify to TWC that all of the entity’s CDER system user access
permissions are necessary and appropriate for the users’ roles.



Security Administrator’s Role

Each entity that uses the CDER system has designated a member of
that entity’s personnel to function as the entity’s CDER system Security
Administrator. TWC will conduct the annual security verification in
coordination with each entity’s designated CDER system Security
Administrator.



Due Date

TWC will notify each entity’s CDER system Security Administrator when
TWC begins its annual security verification.

From that date, the entity will have 15 calendar days to complete any
permission changes and submit its certification to TWC.

An entity that has not submitted its certification to TWC by 11:59 PM
of the 15th day will temporarily lose cash draw (payment request)
permissions for all grant awards that the entity has with TWC. TWC will
restore the permissions after TWC receives the entity’s certification.



Starting the Verification Process



First Steps

The process begins and ends in the CDER system.
TWC will create a unique Security Report for each entity.

TWC will notify each entity’s CDER system Security Administrator when
that entity’s Security Report is available for review.

Important:

The notice from TWC to an entity’s Security Administrator starts the 15-

day clock for purposes of determining the due date for that entity.




Accessing the Security Report (1/3)

When the Security
Administrator

receives TWC notice

that the Security
Report is available,
the Security
Administrator will
login to the CDER
system as they
normally would for
any other purpose.

Page Help
Logon
Already a User ? New User ?
Logon with your Texas Workforce User ID: If you don't have a Texas
Workforce User ID, please request
UserID: % [lesakadf | an account:
Password: % [sesssses| | Request an account

Forgot your password?

Under Texas state rule, usage may be subject to security testing and
monitoring, applicable privacy provisions, and criminal prosecution for
misuse or unauthorized use.

% indicates required information

PRIVACY INFORMATION: Texas Workforce Commission collects TECHNOLOGY REQUIREMENTS: Recommended
personal information entered into electronic forms on this Internet site. For browsers are Internet Explorer 5.0 and higher and
mare information on your rights to request, review and correct information Metscape Navigator 6.0 and higher. Click on Internet

?;t;mﬁig:n this electronic form, please see TWC's Privacy & Security Explorer or Netscape to download a free upgrade

Accessibility
Equal Opportunity
is the Law.

Contact Information | Email Us

Texas Workforce



Accessing the Security Report (2/3)

At the Home Page, find and open the Reports tab.

Cash Draw and Monthly

Expenditure Reporting System G010 T) Expenditure Reports Cash Dra Admin Help Logoff

| My Home || My Profile | [Vendor Profile]

Page Help
I} System Status
My Home Page
Quick Nav Messages
Create Cash Draw Request _
Create Adjustment - Y'ou have new account request(s) pending.
Create Refund
Camernh far Tramamatiam




Cash Draw and Monthly

Expenditure Reporting System

Home Expenditure Reports Cash Draw Q& Glis) Admin Help Logoff

Accessing

Reports List Ib

the Securlty Reports List magerie

Report (3/3)

A Reports List will
open, grouped by
function. Locate the
Administration
heading. Select
Security Report
from the list.

Please select a report by clicking the name of the report:

Expenditure Reporting

Comprehensive Monthly Expenditure Report
Contract Funding Summary Report

Contract Management
Contract Aging Report

Contract Summary Report
Contract Monitoring Beport
Funding Expiration Report
Missing Budgets Report
Preliminary Single Audit Report
Program Business Rules Report

Cash Draw Transactions

System Exceptions Report
Vendor Transaction Statistics History Report
Vendor Transaction Statistics Report

Administration
Bond Liability Expiration Report

| Processing Stafistics Renod
security Report

You may return to this list at any time by clicking the 'Reports List' tab.

Home | Expenditure Reports | CashDraw | Reporis | Admin | Help | Logoff | Contact Information | Email Us
Reports List

Texas Workforce




Set the Security Report Filter

After selecting the Security Report from the Reports List, a Security
Report filter opens. Select “All” from the dropdown list. This sets the
filter to show permissions for all of the entity’s CDER system users.

Cash Draw and Monthly

Expenditure Reporting System

Home Expenditure Reports Cash Draw J{50idi:d Admin Help Logoff

Near the
Page Help bottom right
corner of the

Reports List| [Report Filter|

Security Report Filter

This report lists authority permission levels.

Permission | All hd I}, Screen, CIiCk
Next to
proceed to

Home | Expenditure Reports | Cash Draw | Reporis | Admin | Help | Logoff | Contact Information | Email Us

Reporis List | Report Filter t h e re p O rt .

Texas Workforce




Review the Security Report (1/2)

Cash Draw and Mnnthly:[

Expenditure Reporting System Home Expenditure Reports Cash Draw Q& 0ilie] Admin Help Logoff

Review each user’s Heports st HeportEter] Report | e
access permissions. Secury Report

Determine whether This report ists authority permission levels.

each listed permission Account Type: Vendor

is necessary and pamission: Al

dpprop riate to the O I have reviewed the Security Report and certify that it reflects necessary and appropriate roles.

1 have changes and | will email changes to cashdraw.ta@twec.state.tx.us.

respective user.

| Submit || Cancel |

User Security Profile Information

aPermission User ID User Name Status Last Modified By  DateMime

Administer Users dolph9505 LESAK, DOLPH  Active LESAK, DOLPH  10/20/2009 10:40 AM
Administer Users austintc  CURLES, TRACY Active CURLES, TRACY 10/20/2009 01:17 PM
Certify Contract Closeout Packages  dolph9505 LESAK, DOLPH  Active LESAK, DOLPH  10/20/2009 10:40 AM
Cenrify Contract Closecut Packages  32dufixlot DUFF, LORI Active DUFF, LORI 11/08/2010 01:43 PM
Cenrify Contract Closecut Packages acccurles CURLES, TRACY Active CURLES, TRACY 02/24/2017 01:16 PM



Review the Security Report (2/2)

Notice the two buttons P —
near the top of the Security Bt ary
Report:

Home Expenditure Reports Cash Draw Q&I0ied Admin Help Logoff

|Reports List|[Report Filter|| Report |

Page Help
- - ; Security Report
e The first is used to certify Am:ﬂ-’: e
that the re po rt reerCtS This report lists authority permission levels.
necessary and ko Type ondor
a p p rop Il ate rOIeS- Vendor: . Austin Community College

Permission:  All

e The second is used to

1 have reviewed the Security Report and certify that it reflects necessary and appropriate roles.

IN d |Cate th at one or more O 1 have changes and | will email changes to cashdraw ta@twec. state tx.us.
ermission requires a
ghan e q | Submit || Cancel |
ge.
aPermission User ID User Name Status Last Modified By  DateMime
Administer Users dolph9505 LESAK, DOLPFH  Active LESAK, DOLPH  10/20/2009 10:40 AM
Administer Users austintc ~ CURLES, TRACY Active CURLES, TRACY 10/20/2009 01:17 PM
. B Certify Contract Closeout Packages  dolph9505 LESAK, DOLPH  Active LESAK, DOLPH  10/20/2009 10:40 AM
Th e fOI IOWI ng SI Id esS wa | k Cenrify Contract Closecut Packages  32dufixlot DUFF, LORI Active DUFF, LORI 11/08/2010 01:43 PM
through these options Certily Coniract Closeout Packages acccures CURLES. TRACY Active CURLES. TRACY 0212412017 01-16 PM



Option 1:
Certifying the Security Report

Instructions that Apply when all Permissions Shown on the Security
Report are Necessary and Appropriate to the Respective Users’ Roles



Option 1: Certifying the Report (1/5)

If all of the permissions listed on the Security Report are necessary and
appropriate to the respective users’ roles, select the option to certify
the Security Report. Then click Submit.

Cash Draw and Monthly

Expenditure Reporting System Home Expenditure Reports Cash Draw [R&Eildsc Admin Help Logoff NOte: If O n e O r m O re

[Reports List| [Report Filter]|] Report | Paoe Hel Of the permiSSionS

Security Report

- - requires a change, do
not certify the

Vendor: Austin Community College
Pormission: A1 report. Refer instead
[ )
I 21 have reviewed the Security Report and certify that it reflects necessary and appropriate roles. I

— = " (l [ .
1 have changes and | will email changes to cashdraw.ta@twc.state.t.us. tO pt I O n . a I n g
L]

| Submit |I Cancel |

- - 5 2 ’)
U L User ID User Mame Status Last Modified By Date/Time Pe r m I S S I O n C h a n ge S)

Administer Users dolph9505 LESAK, DOLPH Active LESAK, DOLFPH 10/20/2009 10:40 AM

Administer Users austintc  CURLES, TRACY Active CURLES, TRACY 10/20/2009 01-17 PM . . .
Certify Contract Closeout Packages  dolph9505 LESAK, DOLPH  Active LESAK, DOLPH  10/20/2009 10-40 AM | n t |S S | es OW
Certify Contract Closeout Packages 32duffxlot DUFF, LORI Active DUFF, LORI 11/08/2010 01:43 PM *

Certify Contract Closeout Packages acccurles CURLES, TRACY Active CURLES, TRACY 02/24/2017 01:16 PM
Certify Contract Closeout Packages austintc CURLES, TRACY Active CURLES, TRACY 10:720/2009 01:17 PM
Certify Expenditure Reports dolph9505 LESAK, DOLFPH Active LESAK, DOLPH 1020/2009 10:-40 AM
Certify Expenditure Reports 32duffxlot DUFF, LORI Active DUFF, LORI 11/08/2010 01:43 PM




Option 1: Certifying the Report (2/5)

After you click the “Submit” button to certify the Security Report, the CDER
system should display a message screen that reads: “Security Info saved

successfully.”

Cash Draw and Monthly

Expenditure Reporting System Home Expenditure Reports Cash Draw Q& sjed Help Logoff

ecurity Info save successfully
eports List

Page Help
Reports List

Please select a report by clicking the name of the report:

Expenditure Reporting

Comprehensive Monthly Expenditure BEeport
Contract Funding Summary Report

Important:

This is the step that TWC requires each entity to complete by 11:59 PM on the
15th calendar day of the verification process.




Option 1: Certifying the Report (3/5)

The CDER system then e-mails TWC’s Cash Draw TA staff, notifying TWC
that a Security Report has been certified.

Security Report Certification Motification - Message (Plain Text)

ADOBE PDF Q Tell me what you want to do

. —~ :-\f ~, [ 3 - . 2 = = =3 Mark Unread - e

= x E L_el (L_el L_é] : Cash Draw . = To Manager ; = = - - ai)
_ G~ =] Team E-mail ' Done 2 - mnn Categorize ~ = -

aﬁ, Delete Archive Reply Reply Forward o £2 Reply 8 Delet ¥ c te New - Mowe . Assign - Translate Foom

S Al =R = Reply elete reate Mew - - Policy - ™ Follow Up ~ - [z ~
Celete Respond Tuick 5teps L) MMove Tags = Editing LZoom ~
Thu 4/25/207% 7:12 AM
LF Dolph Lesak <adolph.lesak@twc.state.tx.us>

'° Security Report Certification MNotification
To Cash Draw TA

I have reviewed the Security Report and certify that it reflects necessary and appropriate roles.

Account Type : Wendor

Vendor Name :Austin Community College
Permissions = all

Date 1 04/25/2019
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Option 1: Certifying the Report (4/5)

TWC staff accept the entity’s submission to complete the process.

Cash Draw and Monthly

Expenditure Reporting System

Home Expenditure Reports Cash Draw 3E 0015 Admin Help Logoff

|Reports List]|[Report Filter|| Report |

Page Help
Security Report
As of April 25, 2019

This report lists authority permission levels.
Filter Criteria:

Account Type: Vendor

Vendor: Austin Community College
Permission:  All

® TWC has accepted Security Report.

User Security Profile Information
aPermission User ID User Name Status Last Modified By  DateMime
Administer Users dolph9505 LESAK, DOLPH  Active LESAK, DOLPH  10/20/2009 10:40 AM

B IR T T A SR ARE IRl L T A ST AP AN LA AT e




Option 1: Certifying the Report (5/5)

After TWC
accepts an
entity’s
certification
submission, the
entity will receive
an e-mail from
TWC, giving
notice that TWC
has accepted the
report.

¢ = Security Report Certification Motification - Message (Plain Text)

Message ADOEE PDF G Tell me what you want to do

SN & ™ B ¥ CashDraw 3 To M Vg = C

= x D E_,] (L_,] L_,] & ash Draw = To Manager E
S e Ié - %d Qf-_l* £ Team E-mail v Done " _,m Al_

* et ~

aig T CEEE ArEnve - iﬁll}r et E-Ev =] Reply & Delete f Create New & EVE - Pu::?
Delete Respond Quick Steps Fa MMove

Thu 4/25/2019 7:31 AM
C cashdraw.ta@twc.state.tx.us

Security Report Certification Notification
To @ Lesak,Adolph F

TWIC has accepted Security Report.

Account Type :Vendor

Vendor Name : Austin Community College
Permissions DAl

Date : 04/25/2019
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Option 2:
Making Permission Changes

Instructions that Apply if the Security Report Contains One or More
Permissions that is not Necessary or Appropriate to a User’s Role



Option 2: Make Permission Changes (1/5)

If one or more of the permissions listed on the Security Report is not
necessary and appropriate to a user’s role, locate the radio button near the
top of the Security Report that indicates that you have changes. Select it and
click Submit.

Cash Draw and Monthly

Expenditure Reporting System Home Expenditure Reports Cash Draw [Jiz:ililicy Admin Help Logoff

[Reports List| [Report Filter]| Report |

Page Help
Security Report
As of April 25, 2019

This report lists authority permission levels.
Filter Criteria:

Account Type: Vendor

Vendor: Austin Community College
Permission: All

) | have reviewed the Security Report and certify that it reflects necessary and appropriate roles.

1 have changes and | will email changes to cashdraw ta@twc. state tx.us.

Submit Cancel
User Security Profile Information

aPermission User ID User Name Status Last Modified By Date/Time

Administer Users dolph9505 LESAK, DOLPH Active LESAK, DOLPH 10/20/2009 10:40 AM
Administer Users austintc CURLES, TRACY Active CURLES, TRACY 10:/20/2009 01:17 PM
Certify Contract Closeout Packages dolph9505 LESAK, DOLPH Active LESAK, DOLPH 1/20/2009 10:40 AM
Cenrify Contract Closeout Packages 32duffxlot DUFF, LORI Active DUFF, LORI 11/08/2010 01:43 PM

Cenrify Contract Closeout Packages acccurles CURLES, TRACY Active CURLES, TRACY 02724/2017 01:16 PM
Certify Contract Closeout Packages austintc CURLES, TRACY Active CURLES, TRACY 10/20/2009 01:17 PM
Certify Expenditure Reports dolph9505 LESAK, DOLPH Active LESAK DOLPH 10/20/2009 10-40 AM
Certify Expenditure Reports 32duffxlot DUFF, LORI Active DUFF, LORI 11/08/2010 01:43 PM
Certify Expenditure Reports acccurles CURLES, TRACY Active CURLES. TRACY 02/24/2017 01:16 PM




Option 2: Make Permission Changes (2/5)

TWC ’S Ca S h D ra wW VoS Security Report Certification Notification - Message (Plain Text)
TA Sta ff r.e Ce ive S a ADOBEPDF @ Tell me what you want to do

=3 x _\] rﬁ_\,] L_\] B | [% cash Draw £ To Manager m =T |5| £5% Mark Unread 5}) P Q
system generated = e S @ Enem V on B = Hicagoner 92 -
y g :\, Delete Archive  Reply R;ﬁ:}r Forward E-@v =] Reply & Delete F Creste New Move Assign Translate Zoom

ERS Policy - |™ Follow Up~ . I} -

e-mail informing o T

Thu 4/25/2019 7:43 AM

them to WatCh for LF  Dolph Lesak <adolph.lesak@twc.state.tx.us>

. 0 Security Report Certification Notification
an e-mail from the = =cioen A
e n t I ty W I t h d eta I I S I have changes and | will email changes to cashdraw.ta@twe.state.tr.us.
a bo ut the Cha nges Account Type :Vendor
Vendor Name : Austin Community College

that nEEd tO be [P;;:issions ig-:;’zsfzma
made.
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Option 2: Make Permission Changes (3/5)

Important:

After you select the radio button that indicates that you need to make
changes to one or more user permissions, you must e-mail the details
about the changes to TWC Cash Draw TA staff at
cashdraw.ta@twec.state.tx.us.



mailto:cashdraw.ta@twc.state.tx.us

Option 2: Make Permission Changes (4/5)

Upon receiving an e-mail from the entity that details needed changes, TWC
will:

* Make the specified user permission changes,
* Notify the entity that the changes have been made, and

* Instruct the entity to again login to the CDER system and review the
Security Report (which will now have been updated to reflect the
changes).

The entity should allow up to two business days for TWC staff to complete
the changes. The 15-day clock continues to tick during this time.



Option 2: Make Permission Changes (5/5)

Upon receiving notice from TWC that TWC completed the submitted
changes, the entity will again navigate to and review the Security
Report in the CDER system.

e If all of the permissions listed on the report are now necessary and
appropriate to the respective users’ roles, certify the Security Report.
(Refer to “Option 1: Certifying the Report” in this slideshow for
instructions for certifying the report.)

e |f additional changes are needed, repeat the steps in “Option 2: Make
Permission Changes” of this slideshow.



Record Retention



Verification Records

TWC will retain a record of the verification and entity’s certification
within the CDER system.



If you have questions:

Please e-mail the Cash Draw TA staff at cashdraw.ta@twc.state.tx.us.



mailto:cashdraw.ta@twc.state.tx.us
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